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Importance of Disaster Planning
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Introduction
A disaster, whether natural or the result of human events, can disproportionately affect already vulnerable communities. Legal aid 
plays a critical role in helping survivors of disasters rebuild their lives by providing essential legal services. To ensure that an 
organization can provide these services, it is critical to plan ahead.

What is Disaster Planning?
Disaster planning protects organizational functions after a major disaster. It is scenario planning to create approaches and 
safeguards to ensure that staff members are safe, services are available, and data, property, and other assets are protected. 
Comprehensive disaster planning, including developing a disaster plan that includes a business continuity plan, is key to 
surviving and responding effectively to a disaster. 

Key Parts of a Disaster Plan

However you choose to plan, disaster planning should ensure the organization can:   

(Access necessities) Identify how staff and clients will access essentials such as water, medical supplies, restrooms, and 
shelters during and immediately after a disaster.

(Protect personnel) Outline procedures for evacuations, shelter-in place protocols, emergency roles, and contacting staff 
and volunteers.

(Safeguard assets) Detail how to protect physical and digital files, legal documents, and office equipment. Include cyber 
security protocols for protecting client data and maintaining access to cloud-based systems.

(Resume client services) Set up contingency plans for continuing intake, delivering urgent legal help, and communicating 
with clients.

(Return to normal operations) Define criteria and establish a phased plan for resuming standard services, reopening 
offices, restoring case management systems, and assessing long-term recovery needs.
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About this Guide

This guide—first published in October 2014 and last expanded and updated in October 2025—outlines important steps that legal 
services organizations can take to prepare for and respond in times of disaster. Organizations should carefully evaluate their own 
priorities and resources and adapt the steps to meet their specific needs. They may also dedicate staff time or hire outside 
consultants to develop a comprehensive disaster plan tailored to their needs. Some sections link to external resources for readers 
who would like to learn more. Please note that the State Bar has not evaluated all of the content on these sites, which may change 
over time. It does aim, however, to periodically update this guide—including its links—as disaster planning best practices change.

While each organization will have its unique needs and priorities, the steps to disaster planning include:

 Ten Steps to Disaster Planning

Step 1: Assemble a disaster planning team

Step 2: Identify and assess risks

Step 3: Minimize risks

Step 4: Safeguard your digital network

Step 5: Identify potential consequences to each hazard

Step 6: Develop recovery strategies

Step 7: Document your disaster plan

Step 8: Engage your disaster response team

Step 9: Train for, test, and update your plan

Step 10: Prepare for post-disaster service delivery

Disaster planning can take a few hours or proceed over several weeks depending on factors such as the size of your service area, 
likelihood of disasters in your service area, number of staff at your organization, and depth and breadth to which your 
organization seeks to plan for emergencies. Even brief disaster planning is far better than no disaster planning!



 

 


                                                     

 

 


























 


 

 













  



                                                      

   

 

 


 











































 

 
 












 








                                                      

 

 



 

 

 

 

 

 


 


 

https://myhazards.caloes.ca.gov/
https://www.fema.gov/locations
https://www.ready.gov/business/planning/risk-assessment
https://www.ready.gov/business/planning/impact-analysis
https://diversityandaccess.stanford.edu/disability-access/emergency-evacuation-planning/guide-assisting-individuals-disabilities-emergency
https://survey123.arcgis.com/share/2dbd5189b69b4822a71530b070b708d8
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Examples of Potential Risks

Earthquakes, wildfires, floods, and storms; and•

Extreme heat/cold, drought, sea-level rise.•

Natural and environmental risks include:

Power or internet outages;•

Cyberattacks (e.g., ransomware and data breaches); and•

Transportation or building system failures.•

Technology and infrastrucutre risks include:

Pandemics or disease outbreaks;•

Hazardous materials exposure; and•

Workplace violence or security threats.•

Health and safety risks include:

Loss of key staff or funding disruptions;•

Legal/regulatory changes;•

Civil unrest or large-scale displacement; and•

Post-disaster surges in legal need.•

Organizational and community risks include:
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STEP 4: SAFEGUARD YOUR DIGITAL NETWORK
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Step 4 Checklist: Safeguard your Digital Network

Start by listing all major applications and systems your organization needs to operate (e.g., case management, 
accounting, payroll, and digital phone systems).

Assess where each system stores data (e.g., in the cloud, on local servers, or in paper records) and note dependencies.

Set recovery priorities and timelines for each system to guide your disaster response.

Include IT and cybersecurity needs in your overall disaster recovery plan.

After a disaster, it is crucial to restore access to the software and virtual tools that your organization uses to operate and serve 
clients. It is also essential that employees, clients, and other stakeholders can access important case and other information. The 
loss of access to digital tools and information can be both virtual (e.g., from phishing scams) or physical (e.g., from a loss of power 
or damage to a physical server). Cybersecurity does not have a one-size-fits-all solution. It is best to implement the necessary 
security solutions to common threats while staying vigilant to new dangers.

   See:
Sample Form 6: Software Inventory; and•
Sample Form 8: Access to Secure Information.•

Planning and assessment

Data backup and protection

Back up critical data daily using both cloud-based and offline (e.g., external drive) methods.

Test your data recovery process quarterly to confirm you can restore backups quickly and completely.

Device and access security

Encrypt all devices (e.g., laptops, tablets, and phones) used for client or organizational data.

Enable remote-wipe capabilities to protect data if a device is lost or stolen.

Use secure remote access tools (VPN and multi-factor authentication) for staff working offsite.

Remote operations
Ensure staff can securely access key systems remotely (e.g., case management, email, and file storage).

Maintain offline copies of emergency contacts, key procedures, and critical documents in case systems are down.

Incident response

Develop a clear response plan for cyber incidents or system outages, including escalation steps and key contacts.

Create template messages to quickly communicate outages or incidents to staff, partners, and clients.

Training and awareness

Train staff annually on cybersecurity best practices (e.g., password hygiene, and phishing recognition).

Conduct regular drills or tabletop exercises to practice responding to outages or cyberattacks.
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https://www.cisa.gov/news-events/news/protecting-your-information-post-disaster
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.lsc.gov/manual/4191?page=4194#bookmark_4222
https://www.oig.lsc.gov/ipa-resources/all-ipa-resource-information
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https://www.lsc.gov/initiatives/lsc-task-forces/lsc-disaster-task-force
https://www.ladrc.org/continuity-of-operations-plan/
https://www.fema.gov/sites/default/files/2020-10/fema_planning-template-federal-departments-agencies_october-2020_0.pdf
https://www.ladrc.org/relationship-building-with-other-organizations/
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STEP 8: ENGAGE A DISASTER RESPONSE TEAM
Once a plan is in place, you will need to identify individuals who will take charge in the event of a disaster; these individuals may 
be the same or different from the disaster planning team. Appoint one person to be in command in the event of a disaster and 
choose an alternate. The disaster team should also include representatives from each regional office and all parts of the 
organization (although not necessarily the same representatives who served on the disaster planning team).
 
Decide what each person on the disaster team will be responsible for before, during and after a disaster, i.e., a section of a 
building, department, contacting staff, contacting clients, recovering documents, etc. Additionally, circulate the disaster plan, 
response team roster, and staff directory with the response team and other staff as appropriate. This information should be 
accessible during and after a disaster (e.g., during a loss of internet, power, etc.). 

Step 8 Checklist: Engage your Response Team

Choose primary and alternate disaster leads.

Include representatives from key departments, regional offices, and remote/hybrid staff.

Assign clear responsibilities and roles for before, during, and after a disaster.

Document team roles and contact info in the disaster plan.

Share the disaster plan, response team roster, and contact information for all staff with the response team and other 
staff as appropriate. Ensure this information can be accessible during a disaster (e.g., during a loss of internet, 
power, etc.).
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https://www.ladrc.org/disaster-101/
https://www.redcross.org/get-help/how-to-prepare-for-emergencies/workplaces-and-organizations.html?srsltid=AfmBOorrO2uM85V5IKPpvpsR9P2rXp52sqTbYDOChQkOJ8cWk8H06Egw
https://www.fema.gov/emergency-managers/individuals-communities/preparedness-activities-webinars/community-emergency-response-team
https://disasterlegalservicesca.org/legal-issue-info/
https://www.ladrc.org/disaster-bootcamp/
https://www.ladrc.org/resources-for-legal-advocates/
https://pbtraining.org/course-category/disaster-relief/?tutor-course-filter-category=34


                                                      

 
 









 

 
 





 
 






 
 

 
 



 



   
 



https://disasterlegalservicesca.org/


Did You Know? Disaster survivors can experience acute legal issues starting hours after a 
disaster and lasting years. Here are just some of the common legal issues disaster 
survivors face:

Bankruptcy•

FEMA claims/appeal•

Homelessness•

Landlord-tenant issues•

Other public benefit needs•

Consumer fraud•

Domestic violence•

Insurance claims•

Loss of documents•

Unemployment•

Disaster planning is not just a precaution—it is an essential part of ensuring legal aid organizations can protect their staff, 
safeguard client information, and continue serving communities when they are most vulnerable. By investing in preparation before 
your organization experiences an emergency of any size, you can ensure a swift, safe, and effective response when a crisis arises.
 
For questions about this guide or disaster planning for legal services providers, please contact the State Bar of California Office of 
Access and Inclusion at trustfundprogram@calbar.ca.gov. Thank you!

CONCLUSION: ASSESS, PREPARE, RESPOND

-----
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APPENDIX: SAMPLE DISASTER PLANNING FORMS 
Each organization’s circumstances and structures are unique. You will need to tailor the forms below to meet your organization’s 
need. To complete this working plan, staff members will need to work together to fill in the blanks, remove and add sections that 
are applicable, and expand sections where needed.

Sample Form 1: Disaster Management Team

Name Title Phone Alt. Phone 
Area of 

Responsibility 

Emergency Lead I 

Emergency Lead 
II 

Admin/ 
Operations 

Finance/ 
Accounting 

Communications 

Human 
Resources 

IT 

Legal 

Client Services 

Other 
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Sample Form 2: List of Critical Functions
(Prioritize by level of importance)

Function         RTO 
Alternatives until 
restored 

Primary person 

responsible 

Secondary 

person 

responsible 

Sample Form 3: Business Impact Analysis

Function         RTO 
Alternatives until 
restored 

Primary person 

responsible 

Secondary 

person 

responsible 
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Sample Form 4: Evacuation Plan

Sample Form 5: Individuals with Access and Functional Needs 

Evacuation Coordinator: (Name and title)•
Evacuation Triggers: (Natural disaster, cybersecurity threat, pandemic, etc.)•
Primary Exit Route: (Location in office)•
Secondary Exit Route: (Location in office)•
Assembly Area: (Area outside office for staff to evacuate to)•
Emergency Supplies Location: (Supplies closet, storage area)•
Drill Frequency: (Annual, bi-annual, quarterly)•
Date of Last Drill: (MM/DD/YYYY)•
Attach a current staff list so that your organization may account for everyone.•

Name  Location 
Alternatives until 
restored 

Person 

responsible for 

helping 

Sample Form 6: Software Inventory 

Software         Number of 
licenses 

Version Product key 
Cloud or local 
storage 

Notes 
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Sample Form 7: Insurance Information 

Policy type            Policy number Agent 
Contact 

information 

Sample Form 8: Access to Secure Information 

Information 
Primary person 
with access 

Phone 
number/email 

Secondary person 
with access 

Phone 
number/email 
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Sample Form 9: Personnel and Board Contact Information

Name Home address Phone Email Emergency 
contact 

Emergency 
contact phone 

Location of telephone tree:•
Emergency website/voice message:•
Person responsible for updating:•

Sample Form 10: Local Direct Service Organizations

Organization Location Phone Service provided 

Emergency Services 

Red Cross 

FEMA 

California Office of 

Emergency Services 

County Office of 

Emergency Mgmt. 
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Organization Location Phone Service provided 

Department of Health and 
Human Services 

Center for Disease Control 

County Mental Health 
Crisis Hotline 

County Information and 
Referral Services 

Department of 
Transportation 

Small Business 
Administration 

State Bar of California 

Volunteer Orgs Active in 
Disaster (VOAD) 

Food Bank 

Shelter 

Crisis Center 

Mutual Aid Resources 
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Sample Form 11: Services Needed in Emergency 

Company Service Contact Phone Account # Email 

Building 
Management 

Building Security 

Janitorial 

Maintenance 

Mechanical 

Police 

Fire 

Ambulance 

Public Works 

Poison Control 

Hospital or Urgent 
Care 

Pharmacy 

Electric Company 

Gas Company 

Telephone 
Company 

Water Company 

Electrician 

Plumber 

Contractor 
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Company Service Contact Phone Account # Email 

Locksmith 

Insurance 
Company 

Mass Care Facility 

Computer Recovery 

Document 
Recovery 

Website 
Coordinator 

Language Line 
Service 

Supermarket 

Other 
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27G U I D E  T O  D I S A S T E R  P L A N N I N G  F O R  L E G A L  S E R V I C E S  P R O V I D E R S

Partner   Service Phone Phone Email 

Vital Records 
Recovery 

Hot Site 

Payroll 

Health Insurance 

Employee Assist. 
Program 

Bene�ts Admin 

Legal Counsel 

Chamber of 
Commerce 

Accountant 

Bank 
Representative 

Creditor 

Online Credit Card 
Processor 

Software 

O�ce Supplies 

Copy Machines 

Printer Repair 

Mail Meter 

Truck Rental 

Other 

Sample Form 12: Crucial Contacts and Key Service Providers



                  
Organization   Name of internal 

contact  Phone Email Relationship 

Newspaper 

Television Station 

Radio Station 

Superior Court 

State Bar of CA 
415-538-2000 (SF) 
213-765-1000 (LA) State Bar 

County/Local Bar 
Association 

Other Legal 
Services Providers 

Partner Agencies 

Funders 

Sample Form 14: Critical Documents

Sample Form 13: Media and Community Contacts

Keep a hard copy and electronic copy (on external hard drive, cloud/data storage) of as many documents as 
possible in a central location for easy access in a disaster.

Document Location  Location of copies Person responsible 
Issuing 
organization 

Contact 

Incorporation 
Papers 

IRS Documents 

Mission 
Statement/ 
Priorities 

Bylaws 
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Contact Document Location         Location of copies Person responsible 
Issuing 
organization 

Branding 
Documents 

Organizational 
Chart 

Job Descriptions 

Financial 
Statements 

Accounting/ 
Budget Records 

Bank Account 
Info/Checks 

Credit Card 
Information 

Contracts 

Insurance Policies 
& Info 

Payroll 

Employee Records 
& Info 

Volunteer Records 
& Info 

Board Member 
Records & Info 

Partnership 
Agreements/ 
MOUs 

Grant/Donor 
Documents 

Evaluation Reports 

Client Info & 
Documents 

Court Documents 

Computer Back-up 

Software 
Passwords 
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Document Location  Location of copies Person responsible 
Issuing 
organization 

Contact 

Equipment 
Inventory 

Vendor Records 

Deeds 

Leases 

Translated Disaster 
Messages 

Sample Form 15: Alternative Work Location(s)

Location Name Address Access/ Security 
Directions from 
o�ce 

Description of 
space 

Technology 
available 

Resources 
needed 
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